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Data Protection Impact Assessment – DPIA2009 – PCN and Federated and Extended Hours Working 
DPIA Identifier: DPIA2009 
DPIA Name: PCN and Federated and Extended Hours Working 
DPIA Effective Date: 1 May 2022 
DPIA Review/End Date: 30th April 2024 
Direct Care or Other Uses: Direct Care 
Risk Sharing and Indemnity: Out of scope 
Sharing Data Controllership: Joint control with lead control performed by the Clinical Commissioning Group or its 

successor Integrated Care Board 
Information Assets: GP and local primary care partners’ Clinical Systems 
Data Processor(s): GP and primary care clinical systems providers 
Status: Final 
Version: v1 

Summary of the Sharing Requirement Purpose 
The purpose of the sharing requirement is to enable information about an individual’s medical condition and social care 
packages and requirements to be shared electronically between local services providers and practices in order to ensure that 
when care is provided away from a patient’s registered practice, the care provided is safe and consistent with patients’ existing 
risks, diagnoses, conditions, problems, medication and other treatment and care.   

These local arrangements are variously known as: 
1. Federated Working; 
2. Extended Hours Working; and 
3. PCN Working. 

In the context of this joint processing and sharing arrangement, “local” includes within the context of: 
A Primary Care Network 
A Place 
A Locality 
An Integrated Care System. 

The use cases supported by this schedule include: 
UCDC0001 Direct Care at the point of care; 
UCDC0002 Direct Care triage and assessment; 
UCDC0003 Direct Care case finding; 
UCDC0004 Direct Care caseload management; and 
UCDC0005 Direct Care alerting and notifications. 

Summary of the Legal Basis for Processing and Sharing  
Unless a patient has opted out from sharing and the sharing organisation has accepted the patient’s opt-out the legal basis for 
sharing and viewing the shared records includes provisions of Section 251B of the Health and Social Care Act 2012 (as amended 
by the Health and Social Care (Safety and Quality) Act 2015): 

2. The sharing organisation must ensure that the information is disclosed to: 
(a) persons working for the sharing organisation 
(b) any other relevant health or adult social care commissioner or provider with whom the sharing organisation 

communicates about the individual; and 
3. So far as the sharing organisation considers that the disclosure is: 

(a) likely to facilitate the provision to the individual of health services or adult social care in England 
(b) in the individual’s best interests. 

Unless a patient has opted out from sharing and the sharing organisation has accepted the patient’s opt-out the legal basis for 
viewing the shared records is also provided by General Data Protection Regulation: 

1. Article 6(1)e  
“processing is necessary for the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller”; and 

2. Article 9(2)h  
“processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working 
capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of 
health or social care systems and services”. 
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Where access to confidential data is legitimate, the common law duties of confidentiality are satisfied because consent to view a 
patient’s record is implied where the patient concerned agrees to be referred to a service or where the patient concerned refers 
themselves or presents to a service. 

Summary of the Joint Processing and Sharing Requirement Process 
The processing and sharing requirement is described in terms of: 

1. The processing and sharing process; 
2. The processing and sharing privacy arrangements; 
3. The scope of the organisations involved in the processing and sharing arrangements; and 
4. The scope of the data processed and shared. 

The Processing and Sharing Process 
The main technical platform for practices and for local primary care services providers is EMISweb and EMIS Clinical Services 
(EMIS CS).  EMIS is a HSCN cloud-based system that allows secure recording and processing of patient data together with 
controlled access to patient information held in other organisations’ records.   

For some practices the technical platform includes Cegedim Vision. 

The EMIS CS cross organisational sharing, tasks and appointment booking features are used to allow users to add and cancel 
appointments in other organisations’ appointment books and to create appropriate consultation and follow-up, review and 
audit tasks.  As a consequence: 

1. Care professionals and administrators are able to send tasks to users at the patient’s registered practices;  
2. Registered practices are able to send tasks to configured users at other local practices and providers; 
3. Patients’ records are shared with the clinicians working at other local practices and providers;  
4. Patient consultations recorded at a local provider or a practice other than the patient’s registered practice are also 

shared with the patient’s registered practice;  
5. Where local arrangements include clinical summarisers, patients’ registered practice records are updated by the hub 

clinical summariser to reflect consultations and to complete relevant referrals as and when necessary;  
6. For practices with access to the GP Connect solution, GP Connect may also be used to support consultations and the 

booking of appointments;  
7. Docman may also be used to view clinical documents held in Docman clinical document repositories; and 
8. For practices where Vision is the clinical system: 

a. Black Pear eRA transfers clinical data between EMIS CS and the Vision clinical system  
b. Black Pear GP Record Viewer allows authorised clinicians working in the hub practice to view full medical 

records when required. 

The categories of data to be shared are summarised below. 

Where a patient’s local (PCN, federated working or extended hours) consultation occurs in a practice or with a provider other 
than the patient’s registered practice, the details of the consultation are recorded in the clinical system of the practice or local 
organisation providing the consultation as well as within the patient’s registered practice.   

On completion of the consultation the saved data is exported to the patient’s registered practice by EMIS CS and after review in 
the registered practice it is imported to form part of the patient’s primary record.   

For those patients where the registered practice does not use EMIS, the details of the consultation are emailed to the registered 
practice using a NHS.net email account and are attached to the patient’s record using the receiving practice’s normal protocol 
for the receipt of emailed reports. 

Where local arrangements include clinical summarisers, the clinical summariser will record clinically coded entries to capture 
new diagnosis and general outcomes of consultations, inclusive of completing relevant referral processes at the patient’s 
registered practice. 

Summary of the Privacy Arrangements 
The privacy arrangements are considered satisfactory as: 

1. Access to view data is managed in accordance with RBAC (Role Based Access Control) arrangements where: 

a. Only personal demographic data can be viewed by non-clinical roles 

b. Sensitive and confidential data may only be reviewed by clinical roles 

c. A legitimate relationship exists between the patient and the person accessing the data; 

2. The data is accessed in accordance with the opt-out and consent model as summarised by points 3, 4 and 6 below; 
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3. No data is made available for sharing where a patient has indicated to the patient’s practice that the patient does not 

want their data to be shared and where the practice has recorded this election within the patient’s record; 

4. Data items are not made available for sharing where a practice has indicated that the sensitive diagnoses and data 

items concerned are not to be shared;  

5. An audit trail is available showing which user accessed a data subject’s records;  

6. Consent to view a patient’s record is implied where the patient concerned presents at their registered practice and at a 

practice other than the patient’s registered practice.  As a consequence, explicit consent to access the patient’s data is 

not requested during the consultation itself; and 

7. Key security aspects include: 
a. the physical security of the system servers 
b. the use of HSCN for all data transactions 
c. multi-factor authentication for user access to the system 
d. role based access profiles to control user permissions. 

The Data Controller Organisations 
For the purposes of this sharing requirement the sharing organisations may determine the purpose and use of the personal 
confidential data including creating, editing, archiving and deleting the data. 

The sharing organisations are all organisations of all classes that have: 
1. Signed the Regional Health and Social Care Information Sharing Agreement; and 
2. Signed a copy of this Schedule to the Regional Health and Social Care Information Sharing Agreement. 

The Shared Categories of Data 
The following categories of data are shared as part of the Regional Health and Social Care Information Sharing Agreement using 
the EMISweb solution.   

While a sharing agreement is only necessary for information regarded as personal confidential data, some of the data identified 
below is included for the purpose of completeness and not because the data is regarded as personal confidential data. 

The categories of patient data shared from provider and practice clinical systems are: 
1. Person Details and Demographics; 

2. Allergies and Adverse Reactions; 

3. Care and Management Plans; 

4. Clinical Correspondence; 

5. Consultations; 

6. Events and Encounters; 

7. Examinations; 

8. Health Promotion; 

9. Immunisations; 

10. Medications; 

11. Preferences and Lifestyle; 

12. Problems; 

13. Procedures; 

14. Referrals Details;  

15. Risks and Alerts; 

16. Screening; 

17. Social / Family History; and 

18. Tests and Results. 

Summary of the Risk Assessment  
The project has been carefully designed to place the interests of patients uppermost. Concepts of informed consent and 
compliance with the Caldicott and Data Protection Principles have been incorporated into the software design.  

There is sharing of data through multiple stakeholders who utilise appropriately secured communication channels. 

The users of this information would normally be expected to have access to this level of personal information as part of their 
normal working environment. 
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A risk assessment has been conducted. 

The risk assessment for the sharing of clinical information and documentation through the GP clinical solutions has identified 
privacy and information security related risk topic areas.  However, following the implementation of appropriate mitigation 
measures for each privacy-related risk topic area the residual risk for all of these topic areas is now assessed as low. 

The IG steering group is satisfied that all appropriate technical and physical measures against unauthorised or unlawful access, 
accidental loss or destruction of care data are in place. 

Risk Assessment Detail 
These questions are derived from guidance provided by the Information Commissioner’s Office and from the Information 
Governance Alliance (Integrated Digital Care Records: Data Controller Issues). 

Technology Risk  
1. Does the proposed change apply new or additional information technologies that have substantial potential for privacy 

intrusion? …  No.  The core new technologies have been tried and proven over several years and access to the 
technology is controlled by strict role based access controls and security and audit measures.  This method is more 
secure and safer than previous methods such as printed records, fax, letter and multiple systems. 

Identity Risk  
2. Does the proposed change involve new identifiers, re-use of existing identifiers, or intrusive identification, identity 

authentication or identity management processes? …  No. 
3. Does the proposed change have the effect of denying anonymity and pseudonymity, or converting transactions that 

could previously be conducted anonymously or pseudonymously into identified transactions? …  No.  The use of 
identifiable information is necessary to provide care to patients.  This is unchanged. 

4. Does the proposed change combine, compare or match data from multiple sources in a manner that can be used to 

identify data subjects? …  No. 

5. Does the proposed change include the processing of biometric or genetic data that can be used to identify data 

subjects? …  No. 

6. Does the proposed change result in the processing of data concerning vulnerable data subjects? …  Yes.  However, the 

purpose of the processing includes improving the quality of care and safety of vulnerable data subjects. 

7. Does the proposed change result in the processing of personal data which could result in a risk of physical harm in the 

event of a security breach? …  No.  

8. Does the proposed change have the effect of systematically monitoring a publicly accessible place on a large scale? …  
No. 

Automation and Profiling Risk  
9. Does the proposed change include profiling on a large scale? …  No. 

10. Does the proposed change include evaluation or scoring? …  No. 

11. Does the proposed change include automated decision-making with significant effects? …  No.  All decision making is 

directly supervised by health and social care professionals. 

12. Does the proposed change include systematic and extensive profiling or automated decision-making to make significant 

decisions about people? …  No. 

13. Does the proposed change include processing children’s personal data for profiling or automated decision-making or 

for marketing purposes, or offer online services directly to them? …  No. 

14. Does the proposed change include profiling, automated decision-making or special category data to help make 

decisions on someone’s access to a service, opportunity or benefit? …  Yes.  The proposed change includes the 

recording and processing of special category data to plan and manage the health and social care services for the data 

subjects concerned.  This is a core purpose of the solution and processes and the legal basis is supported by various 

health and social care acts and by the General Data Protection Regulation. 

15. Does the proposed change include processing involving preventing data subjects from exercising a right or using a 

service or contract? …  No. 

Organisational Risk  
16. Does the proposed change involve multiple organisations that do not have a prior history of working together and 

sharing information? …  No. 
17. Does the proposed change involve data processor organisations that do not have a prior history of working with similar 

shared information? …  No.  The organisations concerned have considerable history of working together in the 
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provision of care.  The organisation risk level is considered low as the job functions, roles and confidentiality 
requirements are the same across all organisations and the sharing arrangements are based on standard datasets 
with confidentiality requirements that are understood by all involved. 

18. Does the proposed change involve data processor organisations that do not have a prior history of working with similar 

shared information? …  No.  The chosen suppliers are long-standing suppliers in the field and have extensive 

experience with similar data. 

19. Are new processes and relationships required to manage issues with the technology solution and with the accuracy, 
consistency and completeness of the shared information? …  No. 

Data Risk  
20. Does the proposed change involve new or significantly changed handling of identifying data that is of particular concern 

to individuals? …  No.  This is a continuation of a previous sharing arrangement and the technology is tried and 
proven and the categories of data that are being shared would normally be shared or be available for sharing for 
consultations and the provision of care by other healthcare organisations. 

21. Does the proposed change combine, compare or match data from multiple sources? …  No.  This is a continuation of a 

previous sharing arrangement and the technology is tried and proven and the categories of data that are being 

shared and created would normally be created or be available for sharing for consultations and the provision of care 

by other healthcare organisations. 

22. Does the proposed change involve new or significantly changed handling of a considerable amount of identifying data 
about each individual in the database? …  No.  The data can only be shared on a person by person basis and only after 
the data users have logged in with secure patient access credentials. 

23. Does the proposed change involve new or significantly changed handling of personal data about a large number of 
individuals? …  No.  The data can only be shared on a person by person basis and no bulk data access is available. 

24. Does the proposed change involve new or significantly changed consolidation, inter-linking, cross referencing or 
matching of identifying data from multiple sources? …  No.  The only patient data accessed during a consultation is 
held in the GP clinical systems and in the DocMan system (for attachments). 

25. Does the proposed change involve the creation of new data outside of the boundaries of the existing source systems? 
…  No.  This is a continuation of a previous sharing arrangement and the technology is tried and proven and the 
categories of data that are being shared and created would normally be created or be available for sharing for 
consultations and the provision of care by other healthcare organisations. 

Exemption and Exclusion Risk  
26. Does the proposed change include processing of criminal offence data on a large scale? …  No. 

27. Does the proposed change relate to data processing which is in anyway exempt from legislative privacy protections? …   
No. 

28. Does the proposed change’s justification include significant contributions to public security measures? …   No. 
29. Does the proposed change involve systematic disclosure of identifying data to, or access by, third parties that are not 

subject to comparable privacy regulation? …  No. 

Risk Mitigation 
The risk assessment for the sharing of clinical information and documentation through the GP clinical solutions has identified 
privacy and information security related risk topic areas as set out above.  However, this is a tried and proven solution that has 
been in operation for many years and following the original implementation of appropriate mitigation measures for each 
privacy-related risk topic area the residual risk for all of these topic areas is assessed as low. 

Summary of Consultations 
As the uses of the identifiable data covered by this sharing requirement are restricted to the provision of care, no explicit and 
direct consultation has been carried with the public in respect of this sharing requirement. 

However, patient groups are established across the Frimley ICS for the specific purpose of commenting on the sharing planned 
and on the information governance put in place to protect the confidentiality of the data. These groups include CCG and 
Healthwatch patient representatives with other self-selecting volunteers to form groups that have current awareness with 
health and social care issues. 
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Data Protection Impact Assessment Signature and Approvals Page 

Primary Care Data Protection Officer Representative 1 
On behalf of the Primary Care Controller Organisations I confirm that the Data Protection Impact Assessment and the specific 
mitigation arrangements and residual risk status described in this schedule are satisfactory and have been agreed. 

Data Protection Officer’s comments 

{{*Comments1_es_:signer1:multiline(4):prefill(“DPO’s comments or ‘none’”)                                                                                      }}. 

 
 
 

{{SBlk_es_:signer1:signatureblock                                                                             }}  
 
 
 
Agreed by {{*DPOname_es_:signer1                                                  }}(name) 
as Data Protection Officer, for and on behalf of {{*ORGname1_es_:signer1                                                                      }}(organisation). 

Primary Care Data Protection Officer Representative 2 
On behalf of the Primary Care Controller Organisations I confirm that the Data Protection Impact Assessment and the specific 
mitigation arrangements and residual risk status described in this schedule are satisfactory and have been agreed. 

Data Protection Officer’s comments 

{{*Comments1_es_:signer2:multiline(4):prefill(“DPO’s comments or ‘none’”)                                                                                      }}. 

 
 
 

{{SBlk_es_:signer2:signatureblock                                                                             }}  
 
 
 
Agreed by {{*DPOname_es_:signer2                                                  }}(name) 
as Data Protection Officer, for and on behalf of {{*ORGname1_es_:signer2                                                                      }}(organisation). 

Regional Health and Social Care Information Sharing Agreement Information Governance Steering Group Chairperson 
On behalf of the Information Governance Steering Group I confirm that the Data Protection Impact Assessment and the specific 
mitigation arrangements and residual risk status described in this schedule are agreed. 

Chairperson’s comments: 

{{*Comments2_es_:signer3:multiline(2) prefill(“IGSG chair’s comments or ‘none’”)                                                                         }}. 

 
{{SBlk_es_:signer3:signatureblock                                                                             }}  

 
 
 
Agreed by {{*IGSGname_es_:signer3                                                  }}(name) 
as Chair, for and on behalf of the Regional Health and Social Care Information Sharing Agreement Information Governance 
Steering Group. 

 
End of DPIA 


